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Recipe 20 - Configuration Guide for Setting up Netegrity eTRust SiteMinder 6.0.1.04 as an AA and CS 
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1 Setup 

1.1 Terms and Introduction 
The SAML 1.0 is one of the adopted schemes within the E-Authentication architectural framework. This guide 
should help you setup SAML 1.0 and Netegrity eTRust SiteMinder 6.0.1.04 as an Agency Application (AA) 
and Credential Service (CS). Remember that the Netegrity eTRust SiteMinder setup screens are often the same, 
whether setting up an AA or a CS.  After reviewing the terms, configure your scheme to handle SAML 1.0, 
starting at the login page shown in Figure 20-1. 
 

 
 
 
 
 

Term  Definition 

Agency Application 
(AA) 

An online service provided by a government agency that requires an end user to be 
authenticated. 

Credential Service 
(CS) 

A service of a CSP that provides credentials to subscribers for use in electronic 
transactions. If a CSP offers more than one type of credential, then each one is 
considered a separate CS. 

Credential Service 
Provider (CSP) 

An organization that offers one or more CSs.  Sometimes known as an Electronic 
Credential Provider (ECP).   

Project Management 
Office (PMO) 

The PMO is the organization that handles E-Authentication program management, 
administration, and operations. 
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2 Partner Configuration 

2.1 Open Netegrity Policy Server 6.0 
Open Netegrity Policy Server 6.0 by clicking on Start > Programs > SiteMinder > Netegrity Policy Server 
User Interface.  Netegrity Policy Server 6.0 screen should appear as shown in Figure 20-1.  Next, click on the 
Administer Policy Server.   
 

 
 
 

Figure 20-1: Netegrity Policy Server 6.0 
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The SiteMinder Administration login screen should appear as shown in Figure 20-2.  Enter a valid Username 
and Password and click the Login button.     

 
 

 
 

 
Figure 20-2: SiteMinder Administration Login Screen 
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2.2 Configure a Partner AA 
Once you have successfully logged into the application, the SiteMinder 6.0 Administration screen will appear as 
shown in Figure 20-3. 
 

 
 
 

Figure 20-3:  SiteMinder 6.0 Administration Screen 
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The Lab has used LDAP to store information on client certificates, although that is not the only method 
possible.  First, verify that LDAP directory resources have been defined for Certificates.  This is accomplished 
by clicking on the System tab (left side of the Administration screen) and then selecting User Directories.  The 
User Directory List screen will appear as shown in Figure 20-4.    To create a new Directory resource right click 
on User Directories and select Create Directory. 
 
 

 
 

Figure 20-4: User Directory List 
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If creating a Directory has been chosen, the User Directory Properties screen will appear as shown in Figure 20-
5.   Provide all necessary configuration information as demonstrated below.  The LDAP User DN Lookup area 
is important for configuration.  Next, enter the values for Start and End as shown in Figure 20-5 and then select 
Apply.  This is how the Lab maps the subject of the certificate to a “user” in the LDAP store.   
 

 
 

Figure 20-5: User Directory Properties – Directory Setup 
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Next, select Credentials and Connection tab from the User Directory Properties screen as shown in Figure 20-
6.  Provide all necessary configuration information as demonstrated below.  Be sure you have entered the 
correct credentials for the LDAP store. 
 

 
 

Figure 20-6: Credentials and Connections 
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Next, you must verify that the certificate mapping rules are in place.  This is completed by going to the 
SiteMinder 6.0 Administration screen (Figure 20-3) and clicking on Advanced > Certificate Mapping.  The 
Certificate Mappings screen will appear as shown in Figure 20-7.   To add a certificate mapping, select the Add 
button.      
  

 
 

Figure 20-7: Certificate Mappings 
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The Certificate Mapping Properties screen will appear as shown in Figure 20-8.  This screen provides an 
example of a mapping.  Provide all appropriate configuration information as demonstrated below.  The Issuer 
DN is taken from your client’s (AA) certificate in the issuer field.  Be sure to select LDAP/AD, Single 
Attribute, and CN (Common Name) as shown in Figure 20-8.  Select OK when these steps have been 
completed. 
 

 
 

Figure 20-8: Certificate Mapping Properties 
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Next, verify that the created LDAP resources have been added to the Affiliates container.  This accomplished 
by clicking on the System tab and selecting Domains.  The Domain List screen will appear as shown in Figure 
20-9.  To view its properties double clicking on Affiliates as demonstrated below. 
 

 
 

Figure 20-9: Domain List 
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The Domain Properties screen will appear as shown in Figure 20-10.  The created LDAP resource should be 
listed under the User Directories tab. 
 

 
 

Figure 20-10: Domain Properties 
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Next, you will need to define the affiliate properties.  This is done by clicking on the Domains tab (left side of 
the SiteMinder Administration screen) and then selecting Attributes > Affiliates as demonstrated in Figure 20-
11.  To add an affiliate, right click on Affiliates and select Create Affiliate.   Be sure to make the affiliate name 
the same as the CN from the subject of their client certificate. 
 

 
 

Figure 20-11:  Affiliate List 
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The Affiliate Properties screen will appear as shown in Figure 20-12.  There are three (3) User sub tabs that 
need to be set.  As demonstrated below, click on the Federation/WSCustomUserStore tab and provide the 
appropriate configuration information.   
 

 
 

Figure 20-12: Affiliate Properties - FederationWSCustomUserStore 
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Next, set the value for LDAP2 by clicking on the LDAP2 tab.  As shown in Figure 20-13, the Lab sets LDAP2 
to all.  You will probably want to be more specific.  The LDAP2 tab was defined in the “User Directory” step 
above.  To add a user or group of users, select the Add/Remove button.      
 

 
 

Figure 20-13: Affiliate Properties – LDAP2 
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The Users/Groups screen will appear as shown in Figure 20-14.  To add a single user, select the user from the 
Available Members column and click on the ���� button.  You could also type all in the Entry field and click 
Add to Current Members.  Next, select Apply and then OK when complete.      
 

 
 

 
Figure 20-14: Users/Groups 
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Next, verify that SAML 1.0 has been set.  As demonstrated in Figure 20-15, click on the Assertions tab from 
the Affiliate Prosperities screen.  The SAML Version pull down should be set to 1.0.  Select Apply when 
complete.  
 

  
 

Figure 20-15: Affiliate Properties - Assertions 
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Once you have verified SAML 1.0 has been set, click on the Attributes tab as demonstrated in Figure 20-16.  
The Attributes tab is where LDAP attributes are mapped to the SAML assertion attributes.  Select the Apply 
button when complete.      
 

 
 

Figure 20-16: Affiliate Properties - Attributes 
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Next, click on the Advanced tab as demonstrated in Figure 20-17.  AssertionSample provided in the Full Java 
Class Name field refers to the name of the plug-in developed to customize our SAML assertion.   You may have 
a different plugin. Select Apply and then OK when complete.   
 

 
 

Figure 20-17: Affiliate Properties - Advanced 
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Next, from the SiteMinder 6.0 Administration screen, click on Tools > Manage Cache.  The Cache 
Management screen will appear as shown in Figure 20-18.  Click on the Flush All button and then select OK.  
This will complete the process of configuring an AA.   
 

 
 

Figure 20-18: Cache Management 
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2.3 Configure a Partner CS 
 
Open Netegrity Policy Server 6.0 and login as described in Figure 20-1 and 20-2.  Once the SiteMinder 6.0 
Administration screen has opened, click on the System tab (left side of the screen) and then select User 
Directories.  The User Directory List screen will appear as shown in Figure 20-19.  To create a new Directory 
resource right click on User Directories and select Create Directory.  Creating a directory maps the subject 
from the SAML assertion to the uid of the user in you backend LDAP data store. 
 

 
 

Figure 20-19: User Directory List 
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The User Directory Properties screen will appear as shown in Figure 20-20.  Next, select the Directory Setup 
tab and provide all appropriate configuration information as demonstrated below.  
 

 
 

Figure 20-20: User Directory Properties 
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Next, click on the Credentials and Connections tab enter all appropriate configuration information as 
demonstrated in Figure 20-21.  If desired, you can click View Contents to verify connection and that the policy 
server can connect to the LDAP server.  The User Attributes tab contents are all defaults and no additional 
configuration information is needed.  Select Apply and then OK when complete.     
 
 

 
 

Figure 20-21: User Directory Properties – Credentials and Connections 
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Next, from the SiteMinder 6.0 Administration screen, click on the System tab (left side of the screen) and then 
select Authentication Schemes as demonstrated in Figure 20-22.    
 

 
 

Figure 20-22: Authentication Schemes 
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Once you have selected Authentication Schemes, the Authentication Scheme Properties screen should appear as 
shown in Figure 20-23.   Provide all appropriate configuration information as demonstrated below.  The 
Affiliate Name and Password fields correspond to the alias and password of your server certificate in 
<netegrity home>\webagent\affwebservices\AM.keystore. 
 

 
 

Figure 20-23: Authentication Scheme Properties 
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Next, from the SiteMinder Administration screen, click on Tools > Manage Cache.  The Cache Management 
screen will appear as shown in Figure 20-24.  Click on the Flush All button and then select OK.  This will 
complete the process of configuring a CS.   
 

 
 

Figure 20-24: Cache Management 
 
 
 


